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Abstract. We address the problem of minimizing the spread of undesirable things,
such as computer viruses and malicious rumors, by blocking a limited number of
links in a network. This optimization problem called the contamination minimiza-
tion problem is, not only yet another approach to the problem of preventing the
spread of contamination by removing nodes in a network, but also a problem that
is converse to the influence maximization problem of finding the most influen-
tial nodes in a social network for informationfilision. We adapted the method
which we developed for the independent cascade model, known for a model for
the spread of epidemic disease, to the contamination minimization problem un-
der the linear threshold model, a model known for the propagation of innovation
which is considerably dierent in nature. Using large real networks, we demon-
strate experimentally that the proposed method significantly outperforms conven-
tional link-removal methods.

1 Introduction

Networks can mediate fiusion of various things such as innovation and topics. How-
ever, undesirable things can also spread through networks. For example, computer
viruses can spread through computer networks and email networks, and malicious ru-
mors can spread through social networks among individuals. Thus, develdigiotye
strategies for preventing the spread of undesirable things through a network is an im-
portant research issue. Previous work studied strategies for reducing the spread size by
removing nodes from a network. It has been shown in particular that the strategy of
removing nodes in decreasing order of out-degree can ofteffdutiee [1, 2, 3]. Here
notice that removal of nodes by necessity involves removal of links. Namely, the task of
removing links is more fundamental than that of removing nodes. Therefore, prevent-
ing the spread of contamination by blocking links from the underlying network is an
important problem.

In contrast, finding a limted number of influential nodes that dfecéve for the
spread of information through a social network is also an important research issue in
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terms of sociology and “viral marketing” [4, 5, 6]. Widely-used fundamental proba-
bilistic models of information dfusion through networks are tledependent cascade
(IC) modeland thelinear threshold (LT) moddl7, 6]. Researchers have recently stud-
ied a combinatorial optimization problem called thBuence maximization probleam

a network under these models [7, 8]. Here, the influence maximization problem is the
problem of extracting a set &fnodes to target for initial activation such that it yields
the largest expected spread of information, whe&gsea given positive integer. Note also
that the IC and LT models are fundamental models of contaminattusain process

on networks [6].

The problem we address in this paper is a problem that is converse to the influence
maximization problem. The problem is to minimize the spread of contamination by
blocking a limited number of links in a network. More specifically, when some unde-
sirable thing starts with any node andtdses through the network, we consider find-
ing a set ofk links such that the resulting network by blocking those links minimizes
the expected contamination area of the undesirable thing, vihisra given positive
integer. This combinatorial optimization problem is referred to asctirgamination
minimization problenj9]. For the contamination minimization problem under the IC
model, Kimura, Saito and Motoda [9] presented a methodffasiently finding a good
approximate solution on the basis of a naturally greedy strategy.

In this paper, we propose a method féfi@ently finding a good approximate so-
lution to the contamination minimization problem under the LT model by adapting the
greedy method developed for the problem under the IC model. Note here that the IC and
LT models considerably ffier in quality. First, the LT model is originally a model for
the propagation of innovation through the network, while the IC model can be identified
with the SIR mode[10] for the spread of epidemic disease in the network. Moreover,
the LT model is viewed as a probabilistic model defined on some continous space, while
the IC model is viewed as that on some finite set (i,e., a discrete space) [7, 8]. There-
fore, the &ectiveness of the greedy method for the problem under the LT model is not
self-evident. To compare methods of solving the problem for various networks in per-
formance, we newly introduce tlowntamination reduction ratas a performance mea-
sure. Using large real social networks, we experimentally demonstrate that the proposed
method significantly outperforms link-removal heuristics that rely on the well-studied
notions of betweenness and out-degree in the field of complex network theory.

2 Problem Formulation

In this paper, we address the problem of minimizing the spread of some undesirable
thing in a network represented by a directed gr&ph (V, E). Here,V andE (c V x

V) are the sets of all the nodes and links in the network, respectively. We assume the
LT model to be a mathematical model for thédsion process of this undesirable thing

in the network, and investigate the contamination minimization problef@.dfe call
nodesactiveif they have been contaminated by the undesirable thing.

2.1 Linear Threshold Model
We define thdinear threshold (LT) modedn graphG according to [7].
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In this model, for any node € V, we specify, in advance,weightw,, (> 0) from
its parent node@ such thaty’ ) wuy < 1, wherel'(v) is the set of all the parent nodes
ofv, I'(v) ={u e V; (u,v) € E}. The difusion process from a given initial set of active
nodes proceeds according to the following randomized rule. First, for anywedg
athresholdg, is chosen uniformly at random from the interva) IQ. At time-stept, an
inactive nodev is influenced by each of its active parent nodeagccording to weight
wyy- If the total weight from active parent nodeswfs at least threshold,, that is,
Zuerv) Wuy = by, thenv will become active at time-step- 1. Here,['t(v) stands for the
set of all the parent nodes wfthat are active at time-steépThe process terminates if
no more activations are possible.

Note that the threshol@, models the tendency of nodeto adopt the information
when its parent nodes do. Note also that the LT model is a probabilistic model associated
with the uniform distribution on [0L]V!. Thus, the LT model is viewed as a probabilistic
model on the continous space 10V, Here,|A| stands for the number of elements of a
setA.

For an initial active node, let o-(v; G) denote the expected number of active nodes
at the end of the random process of the LT modeGowWe callo(v; G) theinfluence
degreeof nodev in graphG.

2.2 Contamination Minimization Problem

Now, we give a mathematical definition of the contamination minimization problem on
graphG = (V, E).

First, we define theontamination degree(@) of graphG as the average of influ-
ence degrees of all the nodeGnthat is,

o(C) = 1 ). o1 6). o
veV
For any linke € E, let G(e) denote the graph, E \ {e}). We refer toG(e) as the graph
constructed bylocking ein G. Similarly, for anyD c E, letG(D) denote the graph/,
E \ D). We refer toG(D) as the graph constructed bjocking Din G. We define the
contamination minimization probleon graphG as follows: Given a positive integér
with k < |E|, find a subseD* of E with |D*| = k such that(G(D*)) < ¢(G(D)) for any
D c E with |D| = k.
For a large network, any straightforward method for exactly solving the contami-

nation minimization problem dsters from combinatorial explosion. Therefore, we con-
sider approximately solving the problem.

3 Proposed Method

We propose a method foffeeiently finding a good approximate solution to the contam-
ination minimization problem on grap® = (V, E). We consider adapting the method
which we developed for the IC model to the contamination minimization problem under
the LT model which is considerablyfEiérent in nature. Let be the number of links to

be blocked in this problem.
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3.1 Geedy Algorithm

We approximately solve the contamination minimization problenGen(V, E) by the
following greedy algorithm:

. SetDg « 0.
. Setkg « E.
. SetGy « G.
.fori=0tok-1do
Choose a linle, € E; minimizing ¢(Gj(e)), (e € E)).
SetDj,, « Dj U {e}.
SetEi 1 « Ei\ {&}.
SetGi;1 < (V. Eina).
end for

CoOoNOOAWNE

Here, Dy is the set of links blocked, and represents the approximate solution obtained
by this algorithm Gy is the graph constructed by blockimy in graphG, that is,Gy =
G(Dy).

To implement this greedy algorithm, we need a method for calculdtift (e));
e € Ej} in Step 5 of the algorithm. However, the LT model is a stochastic process
model, and it is an open question to exactly calcluate influence degrees ycane
method [7]. Therefore, we develop a method for estimao(@i(e)); e € E;}.

Kimura, Saito, and Nakano [8] presented the bond percolation methodfthat e
ciently estimates the influence degrdegv; G); v € V) for any directed grapls =
(V, E). Thus, we can estimat&G;(e)) for eache € E; by straightforwardly applying
the bond percolation method. Howevi&:| becomes very large for a large network un-
lessi is very large. Therefore, we propose a method that can estic{&ge)); e € E;}
in a more dicient manner on the basis of the bond percolation method.

3.2 Estimation Based on Bond Percolation Method

It is known that the LT model is equivalent to the following bond percolation process
[7]: For anyv € V, we pick at most one of the incoming links wby selecting link

(u, v) with probability wyy and selecting no link with probability 4 3’ /) wuy. Then,

we declare the picked links to be “occupied” and the other links to be “unoccupied”.
Note here that the equivalent bond percolation process for the LT model is considerably
different from that of IC model.

In the bond percolation method [8], wedfieiently estimate the influence degrees
{o(v; Gj); v € V} in the following way. LetM be a stficiently large positive inte-
ger. We perform the bond percolation procéssimes, and sample a set bf graphs,
{G™=(V,E™); m=1,---, M}, constructed by the occupied links. Then, using the
strongly connected decomposition of e&&h, we dficiently estimate the influence de-
grees{o(v; Gj); ve V} as

M
o,G) = 1= Y FUGML (Ve V), @
m=1
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(see [8] in detail). Heref (v; Gi™) denotes the set of all the nodes that er@chable
from nodev in the graphG;™. We say that noda is reachable from nodeif there is a
path fromu to v along the links in the graph.

We are now in a position to give a method féliciently estimatindc(Gi(e)); e € E;}
in Step 5 of the greedy algorithm. For the LT model, the weifbis} must be specified
in advance. We uniformly set the weights as follows: For any nodeV, the weight
wyy from a parent node € I'(v) is given by

B 1
S IrWi+1

Wy

Here note thad’,. ) wuy < 1 for anyv € V, that is, there exists a chance such that
nodev cannot become active even if all the parent nodesarfe active. Then, on the
basis of Equations (1) and (2), and the independence of the bond percolation process,
we estimatgc(Gi(e)); e € E;} by

1 1 - _
cG@) = i@ mg;i(e)méﬂv,el ). (e€E)

without applying the bond percolation method for every E;, where M;(e) = {m €
{1,---,M}; e ¢ ™. Namely, the proposed method can achieve a great deal of reduc-
tion in computational cost compared with the coventional bond percolation method.

4 Experimental Evaluation

4.1 Experimental Settings

In our experiments, we employed two sets of large real networks used in [9], the blog
and Wikipedia networks, which exhibit many of the key features of social networks.
These are bidirectional networks. The blog network ha®42 nodes and 7920 di-
rected links, and the Wikipedia network hadi81 nodes and 24644 directed links.

For the proposed method, we need to specify the numibef performing the bond
percolation process. In the experiments, we uged 10,000 according to [8].

4.2 Comparison Methods

We compared the proposed method with two heuristics based on the well-studied no-
tions of betweenness and out-degree in the field of complex network theory.
Thebetweenness scorg (&) of a link ein a directed grapks = (V, E) is defined as
follows: bs(€) = 2\ Na (& U, v)/Ns(u, v), whereNs(u, v) denotes the number of the
shortest paths from nodeto nodev in G, andng(e; u, v) denotes the number of those
shortest paths that passHere, we sebg(€; U, v)/Na(u, v) = 0 if Ng(u, v) = 0. Newman
and Girvan [11] successfully extracted community structure in a network using the
following link-removal algorithm based on betweeness:

1. Calculate betweenness scores for all links in the network.
2. Find the link with the highest score and remove it from the network.
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3. Recalculate betweenness scores for all remaining links.
4. Repeat from Step 2.

In particular, the notion of betweenness can be interpreted in terms of signals traveling
through a network. If signals travel from source nodes to destination nodes along the
shortest paths in a network, and all nodes send signals at the same constant rate to all
others, then the betweenness score of a link is a measure of the rate at which signals
pass along the link. Thus, we naively expect that blocking the links with the highest
betweenness score can hbeetive for preventing the spread of contamination in the
network. Therefore, we apply the method of Newman and Girvan [11] to the contami-
nation minimization problem. We refer to this method aslibeveenness method

On the other hand, previous work has shown that simply removing nodes in order of
decreasingut-degreesvorks well for preventing the spread of contamination in most
real networks [1, 2, 3]. Here, the out-degree of a nedeans the number of outgoing
links from the nodev. Therefore, as a comparsion method, we consider the straigh-
forward application of this node removal method. Namely, we employ the method of
choosing nodes in decreasing order of out-degree and blocking simultaneously all the
links attached to the chosen nodes. We refer to this method amsuthaegree method
Note that the out-degree method can not be applied for all valdetodhe contamina-
tion minimization problem of blocking links.

4.3 Experimental Results

We evaluated the performance of the proposed method and compared it with that of the
betweenness and out-degree methods. Clearly, the performance of a method for solving
the contamination minimization problem can be evaluated in terms gbifiiamination
reduction rate CRRhat is defined as follows:

c(G) — c(G)

CRR = 100
G

whereG’ stands for a solution graph constructed by blocking a specified number of
links from the original grapl. We estimated the value aofby the bond percolation
method withM = 10, 000 (see Equations (1) and (2)), and computed the val@dRt
Figures 1 and 2 show the contamination reduction &®Rof the resulting net-
work as a function of théraction of links blockedFLB, for the blog and Wikipedia
networks, respectively. Here, the circles, triangles and diamonds indicate the results
for the proposed, betweenness and out-degree methods, respectively. In the right fig-
ures of Figures 1 and 2, the dashed line indicates the contamination reduction rate of
the network obtained by the proposed method when the number of links bldcksd,
500. Here note thdt = 500 means-LB = 0.63% andFLB = 0.20% in the blog and
Wikipedia networks, respectively. We see that the proposed method outperformed the
betweenness and out-degree methods for both the blog and the Wikipedaia networks.
These results imply that the proposed method woftiegvely as expected, and sig-
nificantly outperforms the conventional link-removal heuristics, that is, the betweenness
and out-degree methods. This shows that a significantly better link-blocking strategy for
reducing the spread size of contamination can be obtained by explicitly incorporating
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Fig. 1: Performance comparison of the proposed method with the betweenness and out-degree
methods in the blog network.
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Fig. 2: Performance comparison of the proposed method with the betweenness and out-degree
methods in the Wikipedia network.

the difusion dynamics of contamination in a network, rather than relying solely on
structual properties of the graph.

In the task of removing nodes from a network, the out-degree heuristic has been
effective since many links can be blocked at the same time by removing nodes with
high out-degrees. However, we find that in the task of blocking a limited number of
links, the strategy of blocking all the links attached to nodes with high out-degrees is
not necessarilyféective.

5 Conclusion

In an attempt to minimize the spread of undesirable things, such as computer viruses
and malicious rumors, by blocking a limited number of links in a network, we have
invesitigated the contamination minimization problem for the LT model that is a fun-
damental dfusion model on a network. This minimization problem is, not only yet
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another approach to the problem of preventing the spread of contamination by remov-
ing nodes in a network, but also a problem that is converse to the influece maximization
problem of finding the most influential nodes in a social network for informatifin-di

sion. We have adapted the method which we developed for the IC model, known for a
model for the spread of epidemic disease, to the contamination minimization problem
under the LT model, a model known for the propagation of innovation which is con-
siderably dfferent in nature. Using large-scale blog and Wikipedia networks, we have
experimentally demonstrated that the proposed metktedtevely works, and also sig-
nificantly outperforms the conventional link-removal heuristics based on the between-
ness and out-degree.
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