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Abstract. We aim to develop a technique to detect search engine op-
timization (SEO) spam websites. Specifically, we propose four methods
for extracting the SEO spam entries from a given trackback network in
blogspace that are based on fundamental metrics on a network. Using
real data of trackback networks in blogspace, we experimentally evalu-
ate the performance of the proposed methods, and demonstrate that the
method of ranking entries based on average degrees of nearest neighbors
can be a very promising approach for extracting SEO spam entries.

1 Introduction

Search engine optimization (SEO) is the process of increasing the amount of
visitors to a Web site by ranking high in the search results of a search engine1.
However, there are often SEO spam websites that contain little or no relevant
content and whose aim is solely to increase their position in the search engine
rankings. Such spamming involves obtaining more exposure for a website than
it really deserves for a given search term, leading to unsatisfactory search expe-
riences. Hence, it is an important research issue to develop a technique to detect
SEO spam websites. With current search engines, the hyperlink strucure of the
World Wide Web is widely exploited; for example, the “HITS” algorithm [6] and
the “PageRank” algorithm [2] are well known. Thus, we consider the problem of
detecting SEO spam websites based on the structures of link networks.

By contrast, considerable attention has recently been devoted to investigating
weblogs (or blogs) [7],[5]. Here, blogs are personal on-line diaries managed by
easy-to-use software packages, and they have spread rapidly through the World
Wide Web. Someone who keeps a blog is called a blogger, and a collection of blogs
with their links is referred to as blogspace. A blog consists of entries that include
text, images, hyperlinks, and trackbacks. Compared with ordinary websites, one
of the most important features of blogs is the existence of trackbacks. Unlike a
hyperlink, one blogger can construct a link from an entry j of another blogger to
1 see, http://www.webopedia.com/TERM/S/SEO.html
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his entry i by creating a trackback on entry j. Thus, one can more easily create
SEO spam entries in trackback networks. In this paper, we explore a method for
extracting SEO spam entries from a trackback network.

Several investigations have been undertaken to identify the communities in a
network by using graph-theoretic methods [3], [4]. Here, a community is defined
as a collection of nodes in which each member node has more links to nodes
within the community than to nodes outside the community. However, a set of
SEO spam entries does not necessarily construct a community in a trackback
network, since SEO spammers create trackbacks to their entries on normal entries
that have many trackbacks in order to raise their rankings on search engines. This
implies that the straightforward application of methods developed to identify
communities are inadequate for our problem. To detect the SEO spam entries
in a given trackback network, we propose four methods based on metrics on a
network introduced in recent studies of complex network theory [9], [1], [8], and
experimentally evaluate the performance of the proposed methods using real
blog data.

2 Fundamental Metrics on Networks

We employ fundamental metrics on a network introduced in recent studies of
complex network theory. We ignore the trackback direction for simplicity and
treat a trackback network as an undirected graph. Therefore, throughout this
work a network means an undirected graph.

2.1 Degrees and Average Degrees of Nearest Neighbors

The degree ki of a node i in a network is defined as the number of links attached
to node i [1]. One naive strategy for raising the rankings of blog entries on search
engines is to create many trackbacks to those blog entries. Thus, we can naively
consider that SEO spam entries should have high degrees.

By contrast, we can also consider that the blog entries with which an SEO
spam entry connects should have high degrees. Thus, as studied in [8], we in-
vestigate the average degree k̄i among the nearest neighbors of an entry i in a
trackback network. We call k̄i the average NN degree of entry i. Let Ni be the
neighborhood of a node i in a network, that is, the set of nodes that have links
to node i. Then, k̄i is defined by

k̄i =
1

|Ni|
∑

j∈Ni

kj ,

where |Ni| denotes the number of elements in the set Ni.

2.2 Clustering Coefficients

The clustering coefficient Ci of a node i in a network is defined by

Ci =
2bi

ki(ki − 1)
,



Detecting Search Engine Spam from a Trackback Network in Blogspace 725

where bi is the number of direct links connecting the nodes in the neighborhood
Ni of node i [9]. Note that Ci reflects the probability that two friends of node i
are friends themselves. We can naively consider that SEO spam entries should
have high clustering coefficients in a trackback network.

3 Proposed Methods

We consider extracting the SEO spam entries from a given trackback network
by ranking the entries in the network according to the level of SEO.

We propose the following four ranking methods based on the metrics intro-
duced in the previous section. Let r1(i), r2(i), r3(i) and r4(i) be the evaluation
functions of Methods 1, 2, 3 and 4, respectively, for measuring the SEO level
of each node i. Then these functions are defined by r1(i) = Ci, r2(i) = ki,
r3(i) = Ci log ki and r4(i) = k̄i. Figure 1 shows the kind of node in a network
that is regarded as having a high SEO level for each method, i.e., a node with
a high clustering coefficient for Method 1 (see, Fig. 1 (1)); a node with a high
degree for Method 2 (see, Fig. 1 (2)); a node that has both a high clustering
coefficient and a high degree for Method 3 (see, Fig. 1 (3)); and a node such
that its nearest neighbors have high degrees for Method 4 (see, Fig. 1 (4)). Note
that since the magnitude of the degree is generally much larger than that of the
clustering coefficient, we performed a logarithmic transformation on the degree
for Method 3.

4 Experimental Evaluation

4.1 Data Acquisition
Although there are a large number of blog entries in blogspace, many of them
have no trackbacks. Namely, it is hard to obtain random samples of large con-
nected trackback networks.

Fig. 1. Examples of nodes with high SEO levels for the proposed methods. The filled
circles show examples of nodes with a high SEO level. (1)-(4) show examples for Meth-
ods 1-4, respectively
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Then, we exploited the blog “Theme salon of blogs2”, where blog users can
recruit trackbacks of other bloggers by registering interesting themes. By tracing
ten steps ahead the trackbacks from the blog entries for a theme in the “Theme
salon of blogs”, we collected a large connected trackback network. Note that
the entries in the network were not restricted to the theme first chosen due to
frequent topic drifts, and thus had a variety of topics. Namely, we might consider
that this collection procedure could produce a reasonably random sampling of a
large connected trackback network from blogspace.

4.2 Definition of SEO Spam Entries

We treated blog entries that had been participants in certain well-known SEO
contests in Japan as SEO spam entries. In these SEO contests, SEO devotees
compete for search engine rankings in a search for a specified keyword such
as “Goggole” or “Deskedgar”, where these words are artifacts for the contests.
We defined an entry as an SEO spam entry if it has the banner (link farm)
“Trackback OK, Goggole”, the banner “Trackback OK, Deskedgar”, or one of
the following keywords in the blogger name, entry name, or description section:
“Goggole”, “Deskedgar”, “Nama sanargi”, “Yahhyoi”, “Ponesonic”, and “Den-
nou Purion”.

4.3 Performance Measures

We quantified the perfomance of the proposed methods in terms of F -measure
and precision, which are widely used in information retrieval.

Let S denote the set of SEO spam entries in a trachback network. We fix a
method for extracting the SEO spam entries from the network. For any positive
integer r, let Mr denote the set of the top r entries extracted by the method.
Then, the F -measure F (r) and the precision P (r) of the method for ranking r
are defined by

F (r) =
2|Mr ∩ S|
|Mr| + |S| , P (r) =

|Mr ∩ S|
|Mr| .

Note that F (r) quantifies how close the sets Mr and S are. Note also that the
higher the value P (r) is, the lower the detection error is.

4.4 Performance Evaluation

We describe our experimental results using data collected from the theme “In-
troduction of Special Sites” in the “Theme salon of blogs”. Similar results were
obtained by using data collected from other themes like “News for Smiling”.

Then, the total numbers of blog entries and trackbacks were 9, 338 and
187, 128, respectively. By our definition described above, the number of SEO
spam entries was 1, 395. Table 1 shows the fundamental statistics related to

2 http://blog.goo.ne.jp/usertheme/
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the proposed methods. Namely, the means of Ci, ki and k̄i are respectively dis-
played for the set of SEO spam entries and the others. Table 1 implies that
the clustering coefficient, degree, and average NN degree of an SEO spam entry
are generally larger than those of a non-SEO spam entry. Namely, these results
justify applying the proposed methods.

Table 1. Measurement of the means of Ci, ki and k̄i for the set of SEO spam entries
and the set of non-SEO spam entries

〈Ci〉 〈ki〉 〈k̄i〉
SEO spam entries 0.50317 63.833 176.97

Non-SEO spam entries 0.27830 6.4297 24.267

Figures 2 and 3 respectively display F -measure F (r) and precision P (r) with
respect to ranking r for the proposed methods. Here, when plural entries have
the same score, the F -measure F (r) and the precision P (r) are not plotted until
all such entries are included in the set Mr of ranking r. For example, both the
F -measure and the precision graphs begin at r = 828 in Method 1, since there
were 828 top entries.

Figure 2 shows that Method 4 provided the highest level of perfomance fol-
lowed by Methods 2 and 3. Method 1 was the worst. In particular, the F -measure
of Method 4 was extremely high with a value of over 80% around r = 1, 395 (the
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Fig. 2. Peformance evaluation of the proposed methods on F -measure. The dotted,
dash-dotted, solid and dashed lines indicate the results for Methods 1-4,respectively
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Fig. 3. Evaluation of the precision of the proposed methods. The dotted, dash-dotted,
solid and dashed lines indicate the results for Methods 1-4,respectively

number of SEO spam entries). Moreover, Figure 3 shows that Method 4 was
extremely precise. In particular, the value was 100% at r = 289 and over 90%
around r = 1, 000. These results imply that the method of ranking entries based
on average NN degrees can be a very promising approach for extracting the SEO
spam entries from a trackback network. We consider that this is because as a
discriminative characteristic, SEO spam entries are likely to be linked to many
entries with high degrees. Incidentally, Method 3 extracted “adult blog entries”
as well as SEO spam entries. This suggests that adult blog entries are likely to
produce relatively dense connections among them regardless of SEO spamming.
Thus, Figs.2 and 3 indicate that the method of ranking entries based on both
clustering coefficients and degrees is a promising approach for extracting general
spam entries.

5 Conclusion

We proposed four methods based on fundamental metrics for extracting the SEO
spam entries from a given trackback network and evaluated their performance
experimentally. Using a connected trackback network collected by tracing ten
steps ahead of the trackbacks from the blog entries for a theme in the “Theme
salon of blogs”, we experimentally demonstrated that the method of ranking
entries based on average NN degrees can be a very promising approach to extract
SEO spam entries. Moreover we showed that the method of ranking entries based
on both clustering coefficients and degrees can be a promising way to extract
general spam entries.
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By contrast, the next important task is to undertake an extensive verification
of our methods with various real blog data. To this end, we will need more so-
phisticated data collection processes. However, we have already made substantial
progress, and we are encouraged by our initial results.
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